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Copyright

Disclaimer

Trademarks
and patents

Intended use

Copyright @ 2008, GE Security Pty. Ltd.. All rights reserved,

This document may not be copied or otherwise reproduced, in whole or in part,
except as specifically permitted under US and internaotional copyright law,
without the prior written consent from GE.

Document number/revision: 1063805 A {September 2008).

THE INFORMATION IN THIS DOCUMENT IS SUBJECT TQ CHANGE WITHOUT
NOTICE. GE ASSUMES NO AESPONSIBILITY FOR INACCURACIES OR OMISSIONS
AND SPECIFICALLY DISCLAIMS ANY LIABILITIES, LOSSES, OR RISKS, PERSONAL OR
OTHERWISE, INCURRED AS A CONSEQUENCE, DIRECTLY OR INDIRECTLY, OF THE
USE OR APPLICATION OF ANY OF THE CONTENTS OF THIS DOCUMENT. FOR THE
LATEST DOCUMENTATION, CONTACT YOUR LOCAL SUPPLIER OR VISIT US ONLINE
AT WWW.GESECURITY.COM.

We appreciate your input about our product documentotion. Please send feed-
back, or notify us of errors or amissions, by email to GE Security at
documentation@gesecurity.com.ou.

This publication may contain examples of screen captures and reports used in
daily aperations. Examples may include fictiticus nomes of individuals and
companies. Any similarity to names and addresses of actuai businesses or
persons is entirely coincidental.

GE and the GE monogram are registered trademarks of General Electric.
Challenger product and logo are trodemarks of GE Security.

Other trude names used in this document may be trodernorks or registered
trademarks of the manufacturers or vendors of the respective products.

Use this product only for the purpose it was designed for: refer 1o the data sheet
and user documentation. For the lotest product information, contact your local
supplier or visit us online gt www. gesecuricy.com.au.

Table2.  Chalienger terms explained {continued)

Reset

Definition

To cancel an alarm. A users who is authorised to arm

and disarm the grea in alarm, resets the alarm by
arming or disarming the area. The input in alarm
must be sealed {for exampie, close the doorl or
isolated, or it may generate another alarm.

Sealed

The input is not activated, for example, door closed.

Secure

The state of an area when it's armed.

Shunt

A process that inhibits an input from generating an
alarm when unsecled. For example, a shunt stops a
door from generating an alarm when operied for a
short time,

Smart card

An electronic device in the form of a card or key fob
that holds information to identify a user to the
Challenger system.

Smart cards ¢can be programmed with a unique 4-
billion combination security code to protect against
unautherised access to your site,

Tamper

A tamper alorm indicates that someone may have
tompered with a security device, such as a input or
Challenger hardware {cabinet, siren, DGP, or RAS).
Your Challenger systern may be programmed to
monitor tamper indications on input devices (input
tamper monitoring).

Unsealed

Ainput device is unsedqled {active) when it detects a
condition that may be used to trigger an alarm when
the areq is armed. For example, a front door's
detector is unsealed each time the door is open, but
the unsecled state is ignored unless the area
containing the detector is armed. An unsealed input
may prevent the crea from being armed. For
example, you need 1o close the door before you can
arm the areq.
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Glossary

This section explains some terms as they apply to your

Challenger system.

Table2.  Challenger terms explained

Access

Definition

The state of an area when it’s disarmed.

Access control

Control of entry to, or exit from, a security area. The
Challenger system typically controls access by
ailowing only authorised users to unlock a door or to
enter a lift.

Acknowledge

See reset.

Alarm

The state of a intrusion detection system when a
input is unsealed and the condition of the area is
such that state should be signalled, for example, a
door is opened when its area is ormed.

Areq

A logical grouping of input devices that are armed
and disarmed simultansously.

Card

A portable device (card or fob) that holds information
to identify a user to the Challenger system. The
information to identify a user can be stored in a chip
{smart card), on a maognetic strip, a bar-code, a
Wiegand card, or in biometric data such as a
fingerprint.

DGP

Data Gathering Panel. A DGP expands the capacity
of the Challenger system.
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Conventions used in this document

The following conventions are used in this document:

Bold Menu items and buttons.

talic Emphasis of an instruction or point; special terms.

File names, path names, windows, panes, tabs,
fields, variables, and other GUI elements.

Titles of books and various documents.

Blue italic [Electronic version.) Hyperlinks to cross-references,
related topics, and URL addresses.

Monospace Text that displays on the computer screen.

Programming or coding sequences.

Safety terms and symbols

These terms may appear in this manual:

’w m CAUTION:  Cautions identify conditions or practicas that may
result in damage to the equipment or other property.

& WARNING:  Warnings identify conditions or practices thot could

result in equipment damage or serious personal injury.

Chapter 2
Using Challenger

Isolating inputs

You may need to isolate an input to prevent false alarms (possibly
due to a faulty input device). Isolating the input excludes it from
functioning as part of the intrusion detection system.

If an input is in an alarm state, then isolating it resets the alarm.
After the problem is resolved the input must be de-isolated (see
De-isolating inputs on page 26).

A faulty input is typically unsealed, and cannot be sealed. You
can also isolate sealed inputs if you know the input number.

From the “Menu” prompt, use the following steps to isolate an
input.
1. Enter [10] and press [ENTER]. The LCD screen displays

either unsealed inputs or the message “All Inputs are
Sealed”.

Unsealed on 1,Front door
Input No:

2. Ifthe LCD screen indicates that there is at least one
unsealed input, press [NEXT] or [*] to display additional
unsealed inputs (if any).

3. Enter the number of an unsealed (or a sealed) input and
press [ENTER] to isolate that input.

4. Repeat the previous step for any additional inputs you
need to isolate.

5. When finished, press [ENTER] to exit this menu option.
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Product overview

Challenger is an integrated intrusion detection and access control
system. Add-on modules expand the capacity of the system and
add sophisticated access control functionality (Figure [).

Figure 1. Choflenger system overview
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Using Challenger ¢

Use the following steps to access the User menu when the “Code”

prompt is displayed on the bottom line of the LCD screen.

There Are No Alarms In This Area
Code:

1. Press [MENU?].

To Access Menu Enter Code
Code:

2. Enter nnnn (where nnnn is your PIN code), and press
[ENTER] to display the “Menu” prompt.

“0”-Exit “ENTER” -Down “*” -Up
0-Exit, Menu:

3. From the “Menu” prompt, you can now select the User
menu option you need (see Table / on page 22).

4, When finished, press {0] [ENTER] to exit the menu.

Note:  After a few minutes of inaction, the Challenger system will
automatically exit the menu and return to the “Cede” prompt. GE
recommends that you press [0] [ENTER} to exit the menu to
prevent unauthorised use [which will be legged against your PIN
codel

The foliowing keys are used to move between user menu options:

»  Press [ENTER] to scroll forward one menu option.

+  Press [MENU¥] to scroll backward one menu option.

+  Enter the menu number and press [ENTER] to jump
directly to a menu.

»  Enter 0 and press [ENTER] or press [CLEAR] to exit
the menu.
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RAS indications

RASSs typically have one or more red area light-emitting diodes
(LEDs) to indicate whether their areas are armed, disarmed, or in
alarm state. Area LEDs are lit when the corresponding area is
armed, and flash to indicate that an alarm has occurred in the
area.

Note:  When an area LED on a door’s RAS is iit, the area is armed. Do not

open the door unless you can disarm the area® or you may trigger
an alarm.

Some RAS models have additional LEDs that indicate faults and
other conditions. Refer to the particular model’s Installation
Guide for details.

A RAS with an LCD screen enables authorised users to use the
Challenger system’s menus, and displays messages about alarms
or unsealed inputs that may prevent an area from being armed.

The RAS’s beeper provides a number of indications:

« A short beep indicates that a valid card is presented at a
reader or a key is pressed on a keypad.

«  Seven short beeps indicates that a PIN or card is not valid
at the particular RAS or at the particular time, or that the
area you are attempting to arm has an input that is
unsealed or in alarm.

* A continuous tone indicates that an input test is being
performed.

»  Continuous beeping indicates that one or more inputs are
in local alarm.

1. Your Chailenger system may be programmed te shunt lignorel certain
inputs when a door is opened in order to allow temporary access when
armed. Consult your installation company if in doubt.

Chapter 2
Using Challenger

Viewing the quick alarm history

Quick alarm history is a simple way to determine the location of
the input that caused an alarm.

To display the quick alarm history, there must be no active
alarms. The LCD screen must show the default message on the
top line and the word “Code” on the bottom line.

There Are No Alarms In This Area
Code:

Press [ENTER] [ENTER] to display the quick alarm history.

*13:23 31/10 LOCAL ALARM Input 1 Fire D>
1-Scan, 0-Exit

The LCD screen shows the most recent alarm details:

+  The time the alarm occurred as hour and minutes
(HH:MM).

+  The date the alarm occurred as day and month (DD:MM).

*  The type or alarm.

= The input number and name of the alarm.

Press [ENTER] to display earlier alarms.
Press [NEXT] to display later alarms.

Press [1] to shift the text displayed on the top line to reveal any
additional characters.

Press [0} to exit quick alarm history.

21



‘2]A1s Jouueq, Juljjo1os B
w 3x9) 3y sAe[dsip Sur)jo1os “BONEIOI P3[[ED OS]V “SUIOLdS

:SIDJ0BIRYD [BUONIpPE Sur2as 10) suondo Surmofjo] o1 sary Arwl
noA ‘out doy ayi uo 113 01 Suoj 0o s1 o5essawt 2} J] seBessIW
ISY10 PUR UOTJRULIOJUI WNSAS Smoys Aejdsip ays Jo aur| doj oy |

9poo NI ® 1daooe 01 Apeal 51 W)sAs JaBua|[ey)
213 1e7) SOIROTPUI YIIYM °, 2ap0)),, sAe[dsip sul] wonog sy,

(61 28ed U0 swpp [POOT 935) SATIOR 218 SULIE|E [BOO]
2IOUL JO SUO R} SOJedIpUl  ULB[Y [€207T,, "sindul 3101 10 Huo
AQ poreIaUnd Usaq Sey UIEfe Ue Jet]) sayedpur au dop juelq v

-aureu Auedwos aU) se Yons 1x3) )0 Jo ‘d)ep pue

aun s Aejdsip 01 paunuerdord og Aew W)SAS o) ‘A[@ANRWANY
- [BAIY SI [, U] SWLIB[Y ON 91 219U ], I[NeJap Y] se yons
‘agessow ojqemBnuoa B 1 our] doj 2y ‘SPUBLILICD SAT20I 03
Apeai s1 wANsAs 13U[Ry) 247 JBY) S2)LIIPUI UIDIDS JWOI[IM I |,

19poD
eaJy SIY] U] SUMe]Y ON aJy areyt

UB3JIS BWCIBM (10T Yn0ya s 34nbi4

‘pedAay 2y) Uo palduD
aArY NOL UOHBULIOIUI MOYS OSTE 1YIw Arfdsip 21, "(suorssiunad
01 303fgns) nuawi 1280} 2y 2ediaeu d[a1] 01 pue WAASAS 125UI[RLD

8 Jo 21e1s YY) Jnoqe sadessou sAe[dSIp u2210s (I IS SV YV

"SUOTIONLISUI PRIRISP JO) [DRUDY 8 A0IDASIUIMPY
64 ® 84 428uajppys o) 0) 19]01 “pedAa] 91 ISN ©) PAAU NOA ]
‘JuIuNnI S1 I91N)

Sururem Jo ‘Istun Nx: ‘roum Anus ue jspgm sdeag Sy
a1 1e os peurwreidord aq Aewt w2sAs BwIus([RYY MOK -

uonRINpon
T Ja1doyn

'/ 1 98ed o s}y 10} PaqLIOSIP

ampa204d J(3 S SUIRS 1) ST SULIR[R WIRJSAS SuIyie| 32831 pue
Agnuspt 0) ampaoold 2] "PIAIUD 9q ISNUL (SULIE[E WISAS 19521
0) pasuoyjne s Jeyl) 3pod NId PleA B pue 19531 A[[eonewsojne
10U $20D ULIR[E W)SAS B JEY) SUBDUI STY ] ‘#510] SULIE[R UIAISAS JEU)
os pauruesSord aq Arw WSAS 10FUS[[BYD MOA AJPANBUWINY

"pR10§sal 51 Jamod uaygm pa]jeoued SI ULIE[e [IB)

surew e ‘s[dwexo 10, ‘Jussa1d Jo3U0] OU ST UOTHPUOD ULIE[E Y}
uoym sadessow [210)521 9jRIaULd pUR 19591 A[[ROTIBILIOINE SULIE[E
wNsAs yeyp os paunuerdord aq Lewr wR)sAs wFualey) MOL

032 ‘N1B] 9sny ‘Arapeq mof ‘[ey

SUIEW SE YONs UOIpUod Jjne] B pa1odlsp sey 1o ‘Sunesumunuod
paddois sey ‘gnam paraduwie) uaaq sey (S 10 d0OA

‘[oued [0nUOd) 30142 1TUS[[EY)) B JBY) SJEDIPUT SULIB[ER WI]SAQ

SWID|D WalsAs

“WMOYS 2 30U [[im taqumu indur sy Sutpeoaad

V 199] 91 ‘SIMoo0 ULtefe-a1 © J] "uLie[e-ad i mdul ay 1o
‘so1rdxa sw) ISpUItA ULIRR [2IO] S) 210§2q (00D 2I1] 31J} 3500
‘s1durexs 10]) ULIRR [220] U] PISNED 1B} UOHIPUOD 9} 109110

|ONUDY 1350
6% 8n Jabuayoy)

02



Challenger V8 & V9
User Manual

Scanning. You may see a “1-Scan” option displayed on the
bottom line. Press the [1] key to shift the text to the left.

The bottom line of the LCD screen contains instructions and
indicates the characters you enter on the keypad (except for PIN
codes, which are shown as ‘*’ characters).

Displaying input names

Inputs are identified by a number? and {optionally) a name
programmed by the installer. The name is useful to determine the
location of an input that is unsealed or in alarm.

Your Challenger system may be programmed to display input
names along with their numbers (Figure 4).

figure 4. Input names displayed

Unsealed On 6, Front Door
NEXT or ENTER

Alternatively, your system might be programmed to display a list
of input numbers (Figure 5).

Figure 5. Input numbers displayed

Unsealed On 6, 7, 9.
NEXT or ENTER

In this case, enter an input number and press [ENTER] to display
the input’s name.

2. Aninput number higher thgn 256 indicates that the input is connected
to alinked Challenger v9 parel.

Chapter2 : 19
Using Challenger

Local alarms

A local alarm is one which occurs when an area is occupied
(disarmed) and is therefore transmitted only within the building
and not relayed to a remote monitoring station (for example, a
fire door has been opened).

Responding to a local alarm

When there is a local alarm, the corresponding area LED on the
RAS flashes red, and the RAS beeps continuously. The LCD
screen displays the following:

Local Alarm
Code:

Press [ENTER] [ENTER] to see which inputs are in alarm. If
vou see only numbers and no names, refer to Displaying input
names on page 6.

Local Alarm on A3,Rear Fire Door 1
NEXT or ENTER

Note:  Inputs in alarm are displayed with an A in front of the number.

Press [NEXT] or [*] to update the list of inputs and display the
next inputs in the list (if any). There may be more than one input
in alarm, and if you reset without checking you might not know
about the additional inputs.

Press [0] (ENTER] to reset all local alarms and to exit the
display.

Note:  Your Challenger system may be programmed to require an
authorised user to enter their PIN code to reset certain local
alarms.
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User authentication

Before you can use the Challenger system (for example, to
unlock a door) you must first identify yourself as a user in the
particular system. This is called authentication, and can take
various forms, such as:

+ By entering a personal identity number (PIN code) on a
RAS keypad.

* By presenting a card or key fob to a reader-equipped
RAS.

» Using a wireless remote device, such as a transmitter,
read by appropriate hardware.

«  Allowing appropriate hardware to read biometric factors,
such as a fingerprint.

* A combination of the above.

In addition to having a record in the Challenger system’s
database, your assigned alarm group must permit the operation.
For example, authentication will fail if you do not have access to
the particular door at the particular time of day. If authentication
fails, the RAS beeps seven times in quick succession.

Note:  Unless ctherwise noted, this manuat will use the term "enter your
PIN code”, regardless of the type of outhentication your Challenger
system requires.

Chapter 2
Using Challenger

Alarms

When an alarm is generated there can be a number of inputs in
alarm simultaneously. It’s important to know which inputs are
causing the alarm in order to deal with them. Inputs are identified
by a nurnber in the range 1 to 255, and a name programmed by
the installer.

Determine the source of the alarm

When there is an alarm, the corresponding area LED on the RAS
flashes red and the LCD screen displays the following:

Code:

Press [ENTER] [ENTER] to see which inputs are in alarm. If
you see only numbers and no names, refer to Displaying input
names on page 6.

Alarm on A1,Front Door PIR
NEXT or ENTER

Press [NEXT] or [*] to update the list of inputs and display the
next inputs in the list (if any).

Note:  Inputs in alarm cre disployed with an A in front of the number.
inputs in tamper are disployed with a T in front of the number,

17
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When a duress code is used, the Challenger system operates as if
the normal PIN code was entered (for example, it opens the door),
and does the following:

+  Reports a (silent) duress alarm to the remote monitoring
company.
« Displays the characters “...,” on the LCD screen.

The special duress code is the user’s PIN+1 (last digit only). For

example, if your PIN code is 8914 then the duress code is 8915. If
your PIN code is 8919, then the duress code is 8910 because only
the last digit is affected.

To reset (cancel) the duress alarm, enter your usual PIN code.

Note: If duress was activated under conditions which are no longer valid
{false alarmi, and it has been reset, it is importont that you contact
your monitoring company to ensure that no further action is taken
by them.

Chapter 2
Using Challenger

Opening doors

Your Challenger system might be used for access control, where
you can enter your PIN code (or your door code, if used) to
unlock a door.

Use the following steps to unlock a door and to enter or exit a
disarmed area.

1. Press nnnn (where nnnn are your PIN code or door code
digits, as applicable to your system).

2. Press [ENTER].

Refer to the Challenger V8 & V9 Administrator s Manual for
other options, such as opening doors in armed areas.

15
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If areas are not listed, use the following steps to arm all unarmed
areas that are assigned to your alarm group.

t. Press nonn (where nnnn are your PIN code digits).

2. Press [ON]. The corresponding area LEDs illuminate.

Disarming your Challenger system

You must disarm your Challenger system in order to deactivate
intrusion detection so that you can enter the premises without
setting off the alarm. If you enter before disartning, you typically
have a preset entry time to avoid setting off the alarm. The RAS’s
area LEDs illuminate to indicate which areas are armed.

The disarming procedure will vary depending on whether your
assigned alarm group has been programmed to display a list of
arcas.

If areas are listed, use the following steps to disarm all armed
areas that are assigned to your alarm group.

1. Press nnnn (where nnnn are your PIN code digits).

2. Press [OFF]. Any armed areas that are assigned to your
alarm group are listed.

3. Enter 0 and press [ENTER] to disarm all armed areas.
The corresponding RAS area LEDs extinguish.

4. Alternatively, enter one of the displayed area numbers
and press [ENTER}] to disarm only that area. Repeat as
needed to disarm additional areas. The corresponding
RAS area LEDs extinguish.

5. When finished disarming areas, press [ENTER] to exit
the display.

Chapter 2
Using Challenger

If areas are not listed, use the following steps to disarm all armed
areas that are assigned to your alarm group.

1. Press nnnn (where nnnn are your PIN code digits}).

2. Press [OFF]. The corresponding area LEDs extinguish.

Timed disarming

The alarm group that is assigned to your PIN code might be
programmed to temporarily disarm the area that you are going to
enter, and then automatically rearm the area after a time so that
you don’t need to remember to arm it. This is done via a concept
called a user category.

A user category is programmed with a name to identify the type
of user for which it is intended (for example, ‘Guard’). When a
user category is in effect (the user category timer is running), the
LCD screen displays the user category name.

Guard,
Code:

When the user category timer expires, the RAS starts beeping for
the warning time, and the LCD screen displays “ending’.

Guard, ending
Code:

When the warning timer expires, the area will automatically arm.
To avoid setting off an alarm, you need to do one of the
following;

«  Enter your PIN code to reset the user category timer.

+  Vacate the area.
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